Digital Footprint and Safety

Keeping yourself safe online in our (*crazy*) modern world.



Welcome & Discussion

What worries you most online?

* Have you received any suspicious calls, texts or emails?
* What concerns you about using the Internet?



e Passwords + 2FA

* Spotting Scams

e Updates, safe browsing, cleanup tips.
* Q&A



Spotting Scams

e Australian’s lost more than $318 million to scams in 2024
* People aged 65+ reported loses of $99.6 million

* 70% of victims who contacted their bank immediately recovered ALL
their money.

* ACTING QUICKLY MAKES A BIG DIFFERENCE.



Passwords + 2FA

e Strong passwords ARE important.

* Passwords are still the strongest form of protection.
 Combining passwords with 2FA increases security.

e 2FA simply means “a second way to identify yourself”



Passwords Do’s & Don’ts

DON'T

* Stick passwords under your keyboard

Keep them in your wallet/purse
Leave them visible on your desk
Use the same password everywhere

Use postcode, address, birthday,
children or pet names

Common seqguences eg
‘password1234’ and ‘gwerty’

DO
* Use a password manager

* Create string, unique passwords

* Use passphrases



Strong Passwords

e Old way: ‘TrOub4dor&3’

* New way: Use 4-5 random words to form a sentence (passphrase)
* Example: ‘Purple-Elephant Dances @ 12pm’

* 30+ chracters = very strong

* At least 12-15 characters

* Mix of upper/lower case, numbers and symbols



Password Managers

* BitWarden

e 1Password

e LastPass

* Your browser (Chrome/Firefox/Edge/Safari)



2FA

A second lock to your door

e 2FA is just a password + an extra verification step.

* For a scammer/hacker, password is not enough to access your
account.

Types of 2FA:

* SMS code (text message)

» Authentication App (Microsoft/Google Authenticator)
* Email verification

 Biometrics



Spotting Scams

* Bank impersonation - "We need to verify your account”
* Fake online shopping - Items never arrive

* Tech support scams - "Your computer has a virus!“

* Investment scams - "Too good to be true" returns

* Family emergency - "Grandchild" needs money urgently
* MyGov/Centrelink - "Your payment is suspended”

* Remote access scams - Scammers control your computer
* Identity theft - Your email used to scam friends



Software Updates

* Fix security holes

* Scammers often exploit old vulnerabilities

* Windows: Settings > Update & Security > Check for Updates
* Mac: System Settings > General > Software Update

* Android: Settings > Software Update

* Don’t forget to also update your apps!



Safe Browsing

Don’t

* Use public WiFi for banking/sensitive
activity

* Click popups
 Download from unknown sources

e Save passwords on public computers

Do

Look for https:// and the padlock.
Type website address directly
Use bookmarks

Logout when you’re done (especially
on public computers)

Use private/incognito mode on shared
computers.



Cleanup Accounts

Control who sees your information

 Social media (eg Facebook) privacy settings

* Review friend request carefully

* Don’t share birthdate, address holiday plans with public audience
* Scammers research you on social media

* Never post sensitive documents such as boarding passes or ID

* Be careful what your grandchildren share about you online



Immediate Action

* If you find yourself being scammed act immediately.
* Contact your bank

* Disconnect

e Change passwords

* Report it:
* Scamwatch: scamwatch.gov.au or 1300 795 995
* IDCARE (identity theft): idcare.org or 1300 432 273
* Police: ReportCyber cyber.gov.au

* Tell someone



Q&A

* Any gquestions?



